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¥~ Action Center B9 Add features to Windows 6.1 ¥ Administrative Tools 59 AutoPlay

Bl Color Management Credential Manager Date and Time (&) Default Programs

& Devices and Printers & Display @ Ease of Access Center
& File History Flash Player (32-bit) 7 Folder Options
A Fonts & HomeGroup & Indexing Options Intel(R) HD Graphics
@ Intel ® Rapid Storage Technology €1 Intemet Options & Java
62 Language ¥ Location Settings ¥ Mouse 5% Network and Sharing Center
2 Notification Area Icons W Pando Mediz Booster (32-bit) G personalization {5 Phone and Modem
[ Programs and Feat: = Realtek HD Audic Manager £ Recovery
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Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Intemet or a network.
through Windows Firewall
B Change notification settings l @ Private networks Connected @
& Turn Windows Firewall on or
off Networks at home or work where you know and trust the people and devices on the network
Restore default
® Restore defauls Windows Firewall stote: On
) Advanced settings .
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active private networks: W verness 246
Notification state: Notify me when Windows Firewall blocks a new app
l @ Guest or public networks Not connected @‘
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Inbound Rules
&3 Outbound Rules

‘ Windows Firewall with Advanced Security provides network securi

Y. Connection Security Rules & Impart Policy..
» B, Monitoring &) Export Policy...
Overview Restore Default Policy

Domain Profile

Diagnose / Repair
@ indows Frewallis on

View »
@ Inbound connections that do not match a rule are blocked -
|6 Refresh
@ Outbound connections that da not match a nule are allowed
Properties

Private Profile is Active

@ Windows Frewallis on.

@ Inbound connections that do not match a e are biacked

@@ Outbound connections that da not match a rule are allowed.

Public Profile

@ Windows Firewallis on

© Inbound connestions that do not match a nuls ars biocked

@ Outbound connections that do not match a ule are alowed. v
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Rule CHrrin . ez

B2 Inbound Rules e & E— .
Outbound Rules lAlnboupdiBules
. Connection Security Rules || @'Adobe CS1CS New Rule...
» "%, Menitoring @adovecsicsy Filter by Profile 3
@ Adobe C51 C54
Adobe Dreamweaver CS4 Filter by State 4
(@ Adobe Dreamweaver C54 Filter by Group 4
(@ Adobe Dreamweaver CS4 View »
(@ Adobe Dreamweaver C54
(@ Bonjour Service G Refresh
(@ Bonjour Service = Exportlist..
@ Bonjour Service H Hep
@ Eonjour Service
Dropbox
(@ Dropbex
S dropbox.exe
© dropbox.exe
(@ Facebook Video Calling Plugin
(S File Transfer Program
(@ File Transfer Program v
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Select the type of firewall nule to create:

Steps:
& Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action O Program
@ Profile Rule that controls connections for a program.
@ Name ® Port

Rule that controls connections fora TCP or UDFP port
() Predefined:

Connect to a Network Projector

Rlule that controls connections for a Windows experience.

O Custom
Custom rule

< Back MNext > Cancel
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« 8080 9 Specify the protocols and ports to which this rule applies.
o

Steps:

@ Fule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ ICP

@ Action ) unp

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

() All local ports

(@ Specific local ports: ‘BDB[I
Example: 80, 443, 5000-5010

<Back || MNet> | Cancel
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Specify the action to be taken when a connection matches the conditions specified in the rle.
Steps:
@ Rule Type What action should be taken when a connection matches the specified condtions?
@ Protocol and Ports
(@ Allow the conneclion
@ Adtion This includes connections that are protected with |Psec as well as those are not.
@ FProfile
N () Allow the connection if it is secure
@ Ham= This includes enly connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
Customize:
() Block the connection
<Back || MNet> | Cancel
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Profile
Speciy the profies for which this nule applies.
Steps:
® Rue Type When does this rule apply?
@ Protocol and Ports
® Action [V Domain
o Profie Applies when a is dtoits domain.
@ Name V! Private
Applies when a computer is connected to a prvate network location.
[V Public
Applies when a computer is connected to a public network location.
Leam more about profiles
[ <Back |[ Net> ][ cCancel |
_
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Steps:

Rule Type
Protocol and Ports
Action

Profile

Name:

Name:
PMWeb

- & & & &

Access for TS| PMWeb Application for PM2.5 particle monitors|
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